ROUTER NeoRouter for Android

NeoRouter for Android

The network revolves around you™
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1. Overview

NeoRouter for Android enables users to remotely access and manage Windows, Mac and Linux
computers right from your Android devices.

NeoRouter is a cross-platform zero-configuration VPN solution that securely connects your computers
and devices at any locations into a virtual LAN and provides a networking platform for various
applications like remote desktop, VNC, SSH, etc.

On devices with Android 4.x and above, NeoRouter for Android operates in VPN mode. User can
seamlessly access remote computers by their virtual IP addresses using any app.

On devices with Android 3.x and below, NeoRouter for Android operates in Tunnel mode. User needs to
configure dynamic or static port forward tunnels. It only works with apps that use outgoing TCP
connections.

2. VPN mode for Android 4.x and above

This guide assumes that user had previously setup a NeoRouter Domain and added remote computers.
Please read User's Manual for complete setup instructions.

Launch NeoRouter for Android and Sign In. The sign-in experience on Android is similar to that on
Windows and Mac. When you see the VPN connection warning dialog, please check “I trust this
application” and then click Ok.
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A @ 9:39

B NeoRouter Free - Sign in

A Attention

NeoRouter Free attempts
B to create a VPN
connection.

By proceeding, you are giving

the application permission to

L og on to: intercept all network traffic. Do

NOT accept unless you trust

the application. Otherwise, you

v Remember my password run the rigk of having your data
compromised by a malicious

Signin software.

johndoe

v | trust this application.

Cancel

Once you have signed in, you will see the list of remote computers in your network. If online, a
computer is shown in bold with a color icon. It is also assigned a virtual IP address as shown inside the
parenthesis. You can long-click on an online computer to copy its virtual IP Address. You can also long-
click an offline computer to wake-on-LAN.
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- 4 & 12:00

B NeoRouter Free - john@ john...

~ My Computers
] Laptop (10.0.0.3)

‘ macbookpro (10.0.0.5)

~ DOffice
] FileServer (10.0.0.4)
A UbuntuTest (10.0.0.7)
4, WebServer (10.0.0.6) Copy IP Address

Launch ConnectBot, enter “user@{virtual ip address}”, and you will connect to the remote computer via
SSH.
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- & 1221
ConnectBot: Hosts

Use the quick-connect box
below to connect to a host.

3G A1
A & 12:77
teb:09:60:7a:dc:F1:6F:61:29:66:a1:Ta:c1:62:e2

hmac-shal-96

fttempting 'password’ authentication

To exit NeoRouter VPN, you can click Menu — Exit. Alternatively you can open the key icon H in the
notification area and then click the disconnect button in the VPN status dialog.

NeoRouter Inc., 2013 Page 4of10



ROUTER NeoRouter for Android

L Al @ 12:28

B NeoRouter Free - john@lzhome...

~ My Computers

] Laptop (10.0.0.3)

« macbookpro
- E NeoRouter Free

~ Office

£g FileServer (10.0.0.4) Session: NeoRouter VPN

AUbuntuTest(lO.O.O.?) Duration: 00:31:37
Sent: 6459 bytes / 62
packets

Received: 90031 bytes / 256
packets

A WebServer (10.0.0.6)

Disconnect

3. Tunnel Mode for Android 3.x and below

3.1 Quick start using dynamic port forward
Using ConnectBot as example, | will show you how to setup NeoRouter for Android.
Download and install NeoRouter from Android market. Launch NeoRouter for Android and Sign In. The
sign-in experience on Android is similar to that on Windows and Mac. Once you have signed in, you will

see the list of remote computers in your network. If online, a computer is shown in bold with a color
icon. It is also assigned a virtual IP address as shown inside the parenthesis.

NeoRouter Inc., 2013 Page 5of10



ROUTER NeoRouter for Android

=t 2:33 PM
NeoRouter - S

Username:

john

B openwrt

A, Ubuntu01 (10.0.0.11)

Password:

Domain:

johndoe

#4 ZEBRAOD2 (10.0.0.8)

Remember my password

@& machook.local (10.0.0.9)

Sign in

Long-click on an online computer and you will see the launch pad dialog with a list of applications/ports.
Choose SSH (22) from the list and NeoRouter will setup port forward from localhost:32973 to the SSH
port of the remote computer.
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eoRouter

& vy computers
B openwrt

A, Ubuntu01 (10.0.0.11)

SSH (22)

£ ZEBRAO2 (10.0.0.8)

VNC (5900)

& macbook.local (10.0.0.9)
o Office

Dynamic Port Forward: localhost:32973 -
> Ubuntu01:55H(10.0.0.11:22

RDP (3389)

Launch ConnectBot, enter “user@localhost:32973”, and you will connect to the remote computer via
SSH.

Tip: if you need multiple SSH connections concurrently, you can add multiple entries to localhost:32973
in ConnectBot by changing the Nick Name property. See ConnectBot’s FAQ for more information.

Tl & 2:40 Pm

' ConnectBot: Hosts.

NR1 - localhost:32973 2 minutes ago

NR2 - localhost:32973 3 minutes ago

m; johndoe@localhost:32973 |
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Tl @ 2:46 Pm

Connecting to localhost:32973 via ssh

The authenticity of host 'localhost' can't be established.

Host RSA key fingerprint is e8:50:d0:be:10:1f:20:67:47:14:12:33:cb:21:04:0a
Using algorithm: aes256-ctr hmac-shal-96

Trying to authenticate

Attempting ‘publickey' authentication with any in-memory public keys
Trying to authenticate

ﬁttenpting ‘password"’ authentication

If you need to connect to a different computer or to use a different application, you can simply repeat
the above steps to setup a different Dynamic Port Forward in NeoRouter. Then new connections to
localhost:32973 will be forwarded to this new remote address. The change does not interrupt existing
connections.

To exit NeoRouter, you can click Menu — Exit.

3.2 Configure Dynamic Port Forward

With Dynamic Port Forward, NeoRouter always listens at port 32973 of localhost, and user can specify
remote computer and port dynamically by long-click a computer then choose a port (See Quick Start
Guide for example). After setting remote computer and port, new connections to localhost:32973 will
be forwarded to this remote address. User can change the remote address at any time without
interrupting existing connections.

By default, NeoRouter supports three remote ports: SSH (22), VNC (5900) and RDP (3389). To change
the default settings, user can sign in, click “menu” — “Settings” — “Configure Dynamic Port Forward”.
Note that “SNRIPAddress” will be replaced with the IP address of the remote computer.
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Za il @ 8:50 PM

NeoRouter - Edit Port Fo

Description

Local Port

3.3 Configure Static Port Forward

With Static Port Forward, user assigns a local port for every remote [server:port]. For example, if a user
needs access to two remote computers for SSH and VNC, he/she will need to create four static port
forward mappings as shown in the screenshot below.

NeoRouter will listen at all these local ports and forward the incoming connections according to the
mappings.

To edit static port forward, user needs to sign in, then click “menu” — “Settings” — “Configure Static Port
Forward”.
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NeoRouter - Static Port Forward

SSH: local

Serverl SSH

55H: localhost:

Local Paort

9000

Serverl calho

Server2 VNC: localhost

Remote IP

10.0.0.1
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